Application No. 09/295,966 



an authentication accounting server connected to the database, the dial-up network server and 
the redirection server; 

v^herein the dial-up network server communicates a first user ID for one of the users' computers 
and a temporarily assigned network address for the first user ID to the authentication accounting server; 

wherein the authentication accounting server accesses the database and communicates the 
individualized rule set that correlates with the first user ID and the temporarily assigned network address 
to the redirection server; and 

wherein data directed toward the public network from the one of the users' computers are 
processed by the redirection server according to the individualized rule set. ' 



2. The system of claim 1, wherein the redirection server further provides control over a 
plurality of data to and from the users' computers as affunction of the individualized rule set. 

3 . The system of claim 1 , wherein the redjirection server further blocks the data to and from 
the users' computers as a function of the individualized rule set. 

4. The system of claim 1 , wherein the /edirection server further allows the data to and from 
the users' computers as a function of the individualized rule set. 

5. The system of claim 1, wherein the redirection server further redirects the data to and 
from the users' computers as a function of the mdividualized rule set. 

6. The system of claim 1 , wherein the redirection server further redirects the data from the 
isers' computers to multiple destinations as a function of the individualized rule set. 



7. The system of claim 1, whetein the database entries for a plurality of the plurality of 
users' IDs are correlated with a common individualized rule set. 
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(Amended) In a system comprising a database with entries correlating each of a 
pluraUty of user IDs with an individuaUzed rule set; a dial-up network server that receives user IDs from 
users' computers; a redirection server connected to the dial-up network server and a public network, and 
an authentication accounting server connected to the database, the dial-up network server and the 
redirection server, the method comprising the steps of: 

communicating a first user ID for one of the users' computers and a temporarily assigned 
network address for the first user ID from the dial-up network server to the authentication accounting 
server; 

communicating the individualized rule set that correlates with the first user ID and the 
temporarily assigned network address to the redirection server from the authentication accounting server; 

and processing data directed toward the public network from the one of the users' computers 
according to the individualized rule set. 



9. The method of claim 8, further Including the step of controlling a plurality of data to and 
from the users' computers as a function of the individualized rule set. 

10. The method of claim 8, further including the step of blocking the data to and from the 
users' computers as a function of the individualized rule set. 




1 1 . The method of claim 8, further 
sers' computers as a function of the indiv 



1 2. The method of claim 8, furt! 
usbrs' computers as a function of the indi\t dualized 



including the step of allowing the data to and from the 
dualized rule set. 



ler including the step of redirecting the data to and from the 
rule set. 



13. The method of claim 8, furtper including the step of redirecting the data from the us^ 

LCtio 



users 



computers to multiple destinations a function of the individualized rule set 
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14. The method of claim 8, fiirtheM*ichldTn^^ step of creating database entries for a 
plurality of the pluraliWi)f-tts^i^ IDs, the plurality of users' ID further being correlated with a common 
individualizedtule set. 



(Amended) A system comprising: 
a redirection server programed with a user' s rule set correlated to a temporarily assigned network 
address; 

wherein the rule set contains at least one of a plurality of functions used to control passing 
between the user and a public network,Ta»d^ 
v^^^^ wherein the redirection server is configured to allow automated modification of at least a portion 
/ of the rule set correlated to the temporarily assigned network address^ ^ 



16. The system of claim 15, wherei i 
modification of at least a portion of the rule set as 



17. The system of claim 15, whereiji 
modification of at least a portion of the rule set as a 



the redirection server is configured to allow 
function of time. 



the redirection server is configured to allow 
function of the data transmitted to or from the user. 



18. The system of claim 15, whereip 
modification of at least a portion of the rule set as a 



the redirection server is configured to allow 
function of the location or locations the user access. 



19. The system of claim 15, where n 
modification of at least a portion of the rule set 
transmitted to or from the user, or location or locations 



20. The system of claim 15, wherein the 



the redirection server is configured to allow 
as a function of some combination of time, data 
the user access. 



edirection server is configured to allow the removal 



or reinstatement of at least a portion of the rule set as a function of time. 
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2 1 . The system of claim 1 5, wherein the redirection se/ver is configured to allow the removal 
or reinstatement of at least a portion of the rule set as a functio|i of the data transmitted to or from the 
user. 

22. The system of claim 1 5, wherein the redirecticiii server is configured to allow the removal 
or reinstatement of at least a portion of the rule set as a fupction of the location or locations the user 
access. 

23 . The system of claim 1 5 . wherein the redirection server is configured to allow the removal 
or reinstatement of at least a portion of the rule set as a function of some combination of time, data 
transmitted to or from the user, or location or locations/the user access. 

24. The system of claim 1 5, wherein the redirection server has a user side that is cormected 
to a computer using the temporarily assigned network address and a network side connected to a 
computer network and wherein the computer using the temporarily assigned network address is 
connected to the computer network through the redirection server. 

25. The system of claim 24 wherein instructions to the redirection server to modify the rule 
set are received by one or more of the user side pf the redirection server and the network side of the 
redirection server. 



(Amended) In a system comprising a redirection server containing a user's rule set 
correlated to a temporarily assigned network address wherein the user's rule set contains at least one of 
a plurality of functions used to control data passing between the user and a public network; the method 
comprising the step of: 

modifying at least a portion of the user's rule set while the user's rule set remains correlated to 
he temporarily assigned network address in the redirection server! ^ 
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